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Goal of this Lecture 

ÅGive you some background and history of security 

assurance problems and story from an industrial 

supplier and socio-technical systems security 

research perspective. 

ÅGive you some  back ground to the Common 

Criteria as a ñsecurity researcherò 

ÅEncourage more ñnaµveñ inductivistò and 

empirical research in information security systems 

security 

ÅImprove the strength of our common socio-

technical security value chain. 

 

 



Outline 

ÅBackground War Stories 

ï Why I am Jaded! 

ÅA Naïve inductivist 

ïWhy I use a socio-technical systems approach to 

deal with information security, past and present  

ÅPractise and Standard choose for certification 

ïñAll is not quite on the Western/Eastern Front!ò 

ïPast and Present experience with using common 

criteria 



2013-05-03 

We are here ñsystem modelingò. 



Background 



ABCôs of Professor (Killer) Kowalski 

A. research focuses on understanding and 

improving how administrative security 

and technology security work together.  

 

The real Killer Kowalski 
http://www.youtube.com/watch?v=lKr9qDL6_h4&NR=1

&feature=endscreen 
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ABCôs of Secure Socio-technical 

systems scientist Kowalski 

B. uses a socio-technical research paradigm and studies 

information security at many different levels of society 

included national, organizational and individual levels.  

 

 Kowalski, S. (1994) IT Insecurity: A Multi-

disciplinary Inquiry. Diss. The Royal Institute 

of Technology, Department of Computer and 

Systems Science Stockholm Univ. Report 

series No. 94-040, Stockholm.  

 



ABCôs of Security Worker Kowalski 
C. research work and industrial work in 

security stretch over 30 years and 

included both theoretical and  empirical 

research and product and services 

security. 

 



Work with security in  

Industrial vs University   

 
Å Deal with complex problems. 

Å Must give simple solutions. 

Å Deal with simple problems. 

Å Must give complex solutions 

to get published, J. 

Industry University 



Work Experience Stretched Over  

our common  IT/IS Security Value Chain  

 

Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

 

 

Responsible SWIFT and key mnaagment developement BNP Sweden 

abd P1987 



Work Experience Stretched Over  

our common  IT/IS Security Value Chain  

 

Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

 

 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

 

 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Economics 

 

 

Stewart Kowalski Work Experience Along the  

 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998  

 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Economics 

 

Stewart Kowalski Work Experience Along the  

 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Economics 

 

Stewart Kowalski Work Experience Stretched along 

 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Strategic Product Manager 

Security and Fraud  Prevention 

Core Networks  Ericsson 

2002 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Economics 

 

Stewart Kowalski Work Experience Stretched along 
 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Strategic Product Manager 

Security and Fraud  Prevention 

Core Networks  Ericsson 

2002 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Manager 

Ericsson Security 

Evaluations 

Competence Center  

2003 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Econmics 

 

Stewart Kowalski Work Experience Stretched along 
 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Strategic Product Manager 

Security and Fraud  Prevention 

Core Networks  Ericsson 

2002 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Manger 

Risk & Security  

Business Unit Global Services  

Global Network Operations Center 

2006-2009 

Manager 

Ericsson Security Evaluations 

Competence Center  

2003 

 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Economics 

 

Stewart Kowalski Work Experience Stretched along 
 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Strategic Product Manager 

Security and Fraud  Prevention 

Core Networks  Ericsson 

2002 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Manger 

Risk & Security  

Business Unit Global Services  

Global Network Operations Center 

2006-2009 

Manager 

Ericsson Security Evaluations 

Competence Center  

2003 

 

Associate Professor  17 May  2010 

Assitant Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Economics 

 

Senior Security Architecte and  

Product Manager 

Huawei Technologies 

2009- 2011 

Stewart Kowalski Work Experience Stretched along 
 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Strategic Product Manager 

Security and Fraud  Prevention 

Core Networks  Ericsson 

2002 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Manger 

Risk & Security  

Business Unit Global Services  

Global Network Operations Center 

2006-2009 

Manager 

Ericsson Security Evaluations 

Competence Center  

2003 

 

Full time  academic 1st April 2011 

Associate Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Business 

 

Senior Security Architecte and  

Product Manager 

Huawei Technologies 

2009- 2011 

Stewart Kowalski Work Experience Stretched along 
 IT/IS Security Value Chain  

 



Researching 

Teaching 

Standardizing 

+ 

Regulation 

Product 

Management 

Development 

 

Sales 

Support 

Operations 

& 

Services 

Manager  

Research 

Business + Security 

Telia 1998 

 

 

 

 

 

 

Senior Security  

Management Consult Ericsson  

1999 

Strategic Product Manager 

Security and Fraud  Prevention 

Core Networks  Ericsson 

2002 

Crypto Key Managment Systems Designer 

Philips Fiancial Business System  

1988 

Manger 

Risk & Security  

Business Unit Global Services  

Global Network Operations Center 

2006-2009 

Manager 

Ericsson Security Evaluations 

Competence Center  

2003 

 

Full Professor Information Security 1st  August 2012 

Associate Professor  

Computer & Telecom  

Secruity  and Business 

1989 

Stockholm Universtiy 

Royal Institute of Technology 

University  College Gävle 

Stockholm School of Business 

University College Gjøvik 

 

Senior Security Architecte and  

Product Manager 

Huawei Technologies 

2009- 2011 

Stewart Kowalski Work Experience Stretched along 
 IT/IS Security Value Chain  

 



The Socio Techncial Systems 

Approach 
ÅEric Trist and Ken Bamforth 
ï1950 

ïCoal mine  

ïThree levels 
Å primary work system 

Å the whole organization  

Å macro-social phenomena 

 

 

ÅIS area 

 

Åhttp://www.fsc.yorku.ca/york/istheory/wiki/index.php/
Socio-technical_theory 

 
 

http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
http://www.fsc.yorku.ca/york/istheory/wiki/index.php/Socio-technical_theory
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Outline 

ÅBackground 

ÅWhy do we model? 

ÅHow do we model? 



Why Do We Model 

Some like to undestand what they believe in. 

Others like to believe in what they understand. 

(Stainslaw Jerzy Lec) 

 

Which one are you? 

 

Niave Mental Models  

òengineering vs scienceò 

 



Naïve inductivist and sophisticated falsificationist [Kowalski, 1994] 

Some like to undestand what they 

believe in. 
Some  like to believe in what they 

understand 



Mental Models 

Å The concept was first introduced by Kenneth Craik in his book The 
Nature of Explanation (1943). 
ï that the mind forms models of reality and uses them to predict similar 

future events. 

 

Å User gain experience  by seeing and using thinks and systems 

 

Å User gradually form a working model of the systems based on their 
past experience. 

 

Å As they use gain more experience they develop a model to predict 
how the system works or does not work 

 

 

Å http://managementhelp.org/systems/systems.htm 

 

http://managementhelp.org/systems/systems.htm


Mental Model ATM 



Naïve physics 

 (Visual Logic)  

 ÅWhat would happen to a ball shot through 

this pipe? 

ÅPeople often respond by assuming 

curvilinear momentum 

ïMcCloskey and Proffitt 

A 
B 

C 



33 

Basic System Theory Model 

Abstract Systems 

Concrete Systems 

Living 

Systems 



34 

System Theory Architecture 

Concrete 

Abstract 

L

i

v

i

n

g

 



35 

System Theory  
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Influence 

Observe 

Measure 

Understand 

Explain 

Predict 

Control 

 

(Mind the GAP) 



Control Gaps 



What we/they can do with IT 

& 

What we can control with IT 

Vs 

Time 

 Time 

Do 

Control 

1976 2009 

THE  

Gap 



What we/they can do with IT 

& 

What you can control with IT 

Vs 

Time 

 Time 

Do 

Control 

1976 2009 

Company  

Gap Your gap 



39 

System Theory  

Action  Architecture 

Concrete 

Abstract 

Y

o

u

 

&

 

M

e

 

 

Influence 

Observe 

Measure 

Understand 

Explain 

Predict 

Control 

 

Sy stem's enviroment

I

P

O

I

P

O

O

P

I

 O

Input P roce ss

OP

I

I

P O
Fe edback

From other sy ste ms To other sy ste ms

Sy stem's bounda ry

Output

 O

 O

Machines 

Methods 

Structures 

Cultures 



Abstract and Concrete Model  

(AND GATE)  

CHIP 

IC7408 

Abstract GATE 

Contet lAND GATE 



Abstract Model  

Computer System 



Mental Model 

Systems of Systems 



Mental Model  ICT  
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Outline 

ÅBackground 

ÅWhy do we model? 

ÅHow do we model? 



Research Approach 



Modeling Social Technical Systems 

Abstract Insecurity 

 



Naïve inductivist and sophisticated falsificationist [Kowalski, 1994] 

Some like to undestand what they 

believe in. 
Some  like to believe in what they 

understand 
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49 Computer Crime Cases 



52 

System Theory  

Action  Architecture ICT 

Abstract 

M

e

 

Influence 

Observe 

Measure 

Understand 

Explain 

Predict 

Control 

 



My Mental Model ICT Insecurity 

òStacks of Controlsò 

ETHICS

TECHNICAL MECHANISMS

PROCEDURES

POLICIES

LAWS

SemanticsSyntax

SyntaxSemantics

SemanticsSyntax

SemanticsSyntax

SyntaxSemantics



Model Systems  

K.I.S.S. 

Keep it simple Stewart 



Machines 

Cultures Methods 

Structures 

 Economics  

ÅWhat 

ÅHow 

ÅFor Whom 

 Political 

 economics 

ÅWhat 

ÅHow 

ÅFor Whom 

The Model of the Century.-)  

Common identifiable and observable characteristics of any human organization! 



Concrete-Abstract 

(Secuirty = Balance=Homestisis 
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Concrete abstract living  

Mental Model 



Living-Abstract-Concrete 



Keep it Simply Secure  



An Insecure Socio-technical System 

Machines 

Structures 

Methods 

Smart Card 

Cultures 



A (s)ecure Socio-technical System 

Machines 

Structures 

Methods 

Smart Card 

Cultures 



Chapter 1 
ÅClass room or home work* active. 

Discuss with your neighbor  where 

you you want to work in information 

security? 
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* For those of you studying off campus , either find someone to discuss this with, it could be a friend or a spouce. If this does 

not work  you can book a skype meeting with me to discuss it. 



Chapter 1 
ÅProblem Formulation (Historical 

Context)  

ïParadigm Crisis  in formal modeling 

computer security end of the 80ôs 

ÅDeath of secure Multics (see next slide) 

ÅBiba, Bell-LaPadula (Mathemtical  70ôs) 

ÅClark-Wilson  (Mathematical-Business 

Accounting) 80ôs 

ï«We in the [computer] security community give very little attention to 

the task of defining our subject matter; yet we spend a great deal of our 

time constructing supposed models of security comparing them with 

one another, and building systems based on them. The study of formal 

models is important, but focusing only on model building may blind us 

to the fact that we're attempting to build secure systems, where security 

has essential empirical content quite apart from our formal 

manipulations    [YOUN 89 p 47]. Towards a Foundation of Security 
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Chapter 1 
ÅProblem Formulation (Historical 

Context)  
ï1. Striving to represent a complex socio-

technical system by replicating it in a 

mathematical format (for example, simulation 

using a large scale, computerised, albeit 

severely constrained, model), 

ï2. seeking abstract models to serve as thinking 

aids, revealing possible clues or illuminating 

some aspect of system behaviour in a different 

way (usually such models are simple enough to 

abandon without regret, occasionally elegant 

enough to cherish) [LINS 84 p 14]. 
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Brief History MULTICS 
ÅJoint project between MIT, Bell Labs, and GE 

ÅBell labs withdrew in 1969 

ÅGE Sold its computer business to Honeywell in 1970 

who sold Multics as a commercial product 

B2 

Orange Book (US government TCSEC) rating achieved by Multics. (See NCSC.) Multics got the first B2 

rating, in August, 1985, and had the only B2 for many years. A rating at the B level indicates 

support for mandatory access control as well as a relatively high level of security assurance. 

See AIM . Official letter: [page 1] [page 2] 

 

http://www.multicians.org/mgo.html
http://www.multicians.org/mgn.html
http://www.multicians.org/mgm.html
http://www.multicians.org/mga.html
http://www.multicians.org/mulimg/b2-page1.gif
http://www.multicians.org/mulimg/b2-page2.gif
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Chapter 1 
ÅProblem Formulation 

ïDynamics of socio-technical change and 

insecurity 
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Chapter 1 
ÅProblem Formulation 

ïUse security  framework to put the 

system back in balance 
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Chapter 1 
ÅProblem Formulation 

ïThe organization 

needs apply a SBC 

analysis to bring back 

in balance 
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Chapter 1 
ÅProblem Formulation 

ïDynamics of socio-technical change and 

insecurity 
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Chapter 6 Modeling Abuse 

and Collecting Emperical 

Data 

2013-05-03 



Chapter 6 Modeling Abuse 

and Collecting Emperical 

Data 

2013-05-03 TCSEC -  American Orange book 

ITSEC-    European CTCPEC- Canadain 



Chapter 6 Modeling Abuse 

and Collecting Emperical 

Data 

2013-05-03 
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SBC Modeling the World, 

From ideal to actual!! 

2013-05-03 

Ideal 



Chapter 11-12 Using the 

SBC Modeling the World, 

From ideal to actual!! 

2013-05-03 



Chapter 11-12 Using the 

SBC Modeling the World, 

From ideal to actual!! 

2013-05-03 



Chapter 11-12 Using the 

SBC Modeling the World, 

From ideal to actual!! 

2013-05-03 



Chapter 11-12 Using the 

SBC Modeling the World, 

From ideal to actual!! 

2013-05-03 



Outline 

ÅBackground War Stories 
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ïWhy I use a socio-technical systems approach to 
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ÅPractise and Standard choose for certification 

ïñAll is not quite on the Western/Eastern Front!ò 

ïPast and Present experience with using common 
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1989-2002  

Wikipedia  

 

http://en.wikipedia.org/wiki/Greek_telephone_tapping_case_2004-2005


New Worries 

Standards War 



Breaking News 



Ericsson has beened fined 

 

http://www.iht.com/articles/ap/2007/09/06/europe/EU-GEN-Greece-Wiretapping.php


The Portal 


