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Choose an arbitrary value a.

For ¢ values kK compute b = E(k, a) and save the pair (b, k) in a
list L.

Choose an arbitrary x and set My = x and M, = a such that
m = x||a and ask for the ciphertext/tag pair (¢, T) with
C = C1 || Cg.

Check if Cs is in the list L to get K.

m If C; isin the list L then a candidate for the key is found. Compute
K — k GB M1 @ C1s
m Else go back to step 3.

After repeating steps 3-4 about 2”7 /7 times one expects to find the
correct key with complexity of about 2" /7 + 7.
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Algorithms Standards
1999 |APCBC
2000 IACBC, AE
2001 OCB, AEAD

2002 CCM 802.11

2003

2004 GCM 802.1

2005 IPsec

2006 FC-SP, 1619.1, LTO-4

2007

2008 RFC5116

2009 S|V TLSv1.2, IKE, XMLsec, SSH
2010

2011 OCBv3

2012 CBC+HMAC SRTP, JOSE
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Design Area ||Net per 128-bit block|Overhead per message|Power

(GE) (clock cycles) (clock cycles) (uW)
AES-ECB 2,435 226 - 87.84
AES-OCB2 4,563 226 452 165.21
AES-OCB2 e/d|| 5,783 226 452 201.32
ASC-1 A 4,793 370 904 169.11
ASC-1 A e/d 4,964 370 904 193.71
ASC-1 B 5,517 235 904 199.02
ASC-1 B e/d 5,632 235 904 207.13
AES-CCM 3,472 452 - 128.31
AES-CCM e/d || 3,765 452 - 162.15
ALE 2,581 84 678 95.49
ALE e/d 2,702 84 678 103.11
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message length (bytes)
Algorithm 128 256 512 1024 2048 4096 8192

ECB 1.53 1.16 093 081 0.75 0.72 0.71
CTR 1.61 1.22 0.99 087 0.80 0.77 0.76

CCM* 3.97 349 331 3.22 3.18 3.15 3.15
GCM 495 388 3.33 3.05 293 290 2.89
OCB3 269 1.79 134 1.12 1.00 0.88 0.86
ASC-1 7.74 480 3.69 288 278 264 261
ALE" 3.55 234 174 144 131 1.23 1.19
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Area Area Area Area
Scheme in GE in GE in GE | in slices
(130nm) | (90nm) | (45nm) (V6)
ALE 7.9K 71K 8.2K 594
OCB 23.1K 18.1K 20.0K 2776
CCM 24 4K 20.4K 21.9K 1947
GCM 24 9K 21.6K 23.2K 2049
CBC/HMAC 34.3K 299K 33.5K 2201
\)-*E)-%+4</6%<%&#)'0&3+/-0#%(#%*+)8)4&3#+34* %L ($) &&%6 3+
Area Area Area Area
Scheme in GE in GE in GE in slices
(130nm) | (90nm) | (45nm) (V6)
ALE 48.1K 45.7K 49.0K 7122
OCB 133.1K 118.3K 123.8K 48150
CCM 173.0K 161.1K 165.5K 33500
GCM 138.5K 128.6K 133.4K 23900
CBC/HMAC 165.9K 152.7K 164.7K 18900
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» Bitwise key schedules are more likely to have:
> A() = Kl M KQ 75 K
> Ay = K1\K2 #0)
» Ay = Ko\K1 #10)
» = complexity < brute force
» Bitwise round transforms have as a rule longer matching

» = more rounds can be covered

$
KTANTAN ciphers are natural targets!
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Data transform of 254 rounds

4
IR - A ré—»€B~—ku

o la
[ —,

» IR = a constant string of bits (= round constants)
» bits k, and k; from a key schedule

» 3 versions: 32-, 48- and 64-bit blocks

» different clocking in different versions to make a round

» 1 clock = round of KTANTAN32
» 2 clocks = round of KTANTAN48
» 3 clocks = round of KTANTANG4
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Key schedule

» key schedule is the same for all KTANTAN versions

» in each round, 2 of them are chosen as k, and k;
» round 1: ko = k31, kp = ke3

» round 2: ka = k47, kb = k47

» round 3: ko = k7o, kp = k15

» round 4: ka - k787 kb — k14

>

» round 253: k. = k71, kp = k7

» round 254: k’a - k63, kb - k31
Y

» long spans not using all key bits are likely to exist

Y

apply generalized MITM!
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K = Wy||[Ws|[Wa|[W1|[Wo
Wi r = MUX16t01(W;, Iy g 115 plap),i = 0, . .. 4,

R1,r = lS,r ' lQ,r " Wo,r D (ZS,T V l2,r> ) MUX4t01(w4,rw3,rw2,rw1,ra ll,rlO,r)
R2.r = l3,r ’ l2,r " W4a r D (13,7’ V l2,r) ) MUX4t01(w3,rw2,rw1,rw0,r7 ll,rl(),r)
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covered |#rounds differential probability
rounds

01,218 218 [(0,00000000800000000000) +— 0 1
Psiosa | 174 |(0,00000000000000010000) + 0O 1
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Fact 1 @1 does not use key bits {ksa, k39, kaa, k61, kes, ks } for 1 < a <
111.

Fact 2 P254—3+1,254 does not use key bits {kg,kgo,k41,k47,k63,k74} for
1 <3< 131

b| R || « Ao R -7 Aq matching complexity Ceomp
bits m |[MITM |key test| total
321254(|1111(32,39,44,61,66,75| 131 |3,20,41,47.63,74 8 75.000 72 |75.170

48|254(|111(32,39,44,61,66,75|| 131 [3,20,41,47,63,74|| 10 ||75.000] 70 |75.044
64|254((123| 32,44,61,66,75 || 131 |3,20,41,47,63,74|| 47 |[75.584| 33 |75.584
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Coomp = 21401 (21411 4 2l 4 (9f7m 4 gfmm=by gtmm=20 1 )

MITM stage key testing stage




10 bits match as follows

S)-")6+<)#($4&8+WU2!D2!DGFX

forward part:

000000O00O0OOO0O0OO0OCOOOO0O

1 00000000000O0O

1, k2=

forward R=111: ki

1000000000000000000O
0100000000000000O0O0O
001000000000000000O00O
0001000000000000O0O0O

forward R=112: k1=0, k2=0 1 000000000000

forward R=113: k1=0, k2=0 01 00000000000

forward R=114: ki1=0, k2=0 0010000000000

forward R=115: k1=0, k2=0 0001000000000

1000100000000 1000100000000O00O0COCO0O
0100010000000000000O0

forward R=117: ki1=0, k2=0 0100010000000

forward R=116: ki1=0, k2=0

1010001000000000000
0101000100000000000

forward R=118: ki1=0, k2=0 0010001000000

forward R=119: ki1=0, k2=0 0001000100000

1010100010000000000

1000100010000

forward R=120: ki1=0, k2=0

1101010001000000000
1110101000100000000
0111010100010000000

1100010001000

forward R=121: ki1=0, k2=0

1110001000100

forward R=123: ki=1, k2=0 1111000100010

forward R=122: ki1=0, k2=0

1011101010001000000
1101110101000100000
1110111010100010000
1111011101010001000

1111100010001

forward R=124: ki1=0, k2=0

1111110001000
1111111000100
1111111100010

forward R=125: ki1=0, k2=0

forward R=126: ki1=0, k2=0

forward R=127: ki1=0, k2=1

backward part:

000000000O000O000O0OO0OO0O
0001000110101000001
0011001111111000011
0110011111110000110

backward R=131: ki1=0, k2=1 0000000000000

backward R=130: ki=1, k2=1 0000000000000

backward R=129: ki1=0, k2=0 0001010110001

backward R=128: ki1=0, k2=0 0010101100010

1100111111100001100

backward R=127: ki1=0, k2=0 01 01011000100

The highest number of matching bits is obtained at round 127:

1111011101010001000
1100111111100001100

forward R=127: k1=0, k2=1 1111111100010
backward R=127: ki1=0, k2=0 01 01011000100
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Table 1. Results on MITM cryptanalysis for KTANTAN

attack /bound cipher #rounds time data compl.
b e {32,48,64} (of 254) [encryptions| [PT/CT pars]

[9], RK diff. bound KTANTANb 150 O(2°) O(2°)

9], DC and LC bound | KTANTANb 128 O(2%) O(2°)

this paper, MITM attack| KTANTAN32 254 27170 3

this paper, MITM attack| KTANTAN48 254 975.044 2

this paper, MITM attack| KTANTANG64 254 Q75584 2
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rounds| data workload memory method
2A,ZHHT+2%-8"308+ 0648 )6+2427- 997 2120 2064 Square
7 232 o128 —e 2100 ISquare-functional
7 o175 o123 2109 impossible
2 7 2115.5 o119 247 impossible
i 7 21155 2119 2109 impossible
= 7 1122 o112 4 oUT2NIA 21099 impossible
7 280 21134 9123 Hrecomp. o122 MitM
- 5106.2 9107.1 | ol17.20[ A 94.2 impossible
IA@I51tS2ZIHT+k 7 2103 2116 216 | Square-multiset

"'&>%6<) & Yo#+)6+
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rounds| data [computations/succ.rate|memory|biclique length in rounds

AES-128 secret key recovery

3 5126.33 5124.07 5102 5

] 9127 9125.64 932 5

] 088 9125.34 o8 3

10 B8 12618 o8 3
AES-192 secret key recovery

9 580 1888 e

12 580 189.74 o8 1
AES-256 secret key recovery

9 5120 52531 o8 G

9 9120 9251.02 o8 A

14 240 2254.42 28 4
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rounds|computations|succ.rate{memory|biclique length in rounds

AES-128 compression function preimage, Miyaguchi-Preneel

10 212583 0.632 2° 3
AES-192 compression function preimage, Davies-Meyer
12 o125l 0.632 2° 4

AES-256 compression function preimage, Davies-Meyer
14 212035 0.632 2° 4
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