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@ Risk assessment refers to the processes used to evaluate
those probabilities and consequences, and also to the
study of how to incorporate the resulting estimates into

the decision-making process!.

1
Information Technology Risk Management In Enterprize Environments Book

Quantitative Risk Assessment



Conventional Risk Assessment Methods

Introduction
Quantitative
Risk
Assessment

Concluson e NIST SP 800-30, ISO/IEC TR 13335, ISO/IEC

and Future

Works 27005:2008, ...

Quantitative Risk Assessment



Conventional Risk Assessment Methods

Introduction
Quantitative
Risk
Assessment

Concluson e NIST SP 800-30, ISO/IEC TR 13335, ISO/IEC

and Future

Works 27005:2008, ...

@ Based on scoring.

Quantitative Risk Assessment



Conventional Risk Assessment Methods

Introduction
Quantitative
Risk
Assessment

Concluson e NIST SP 800-30, ISO/IEC TR 13335, ISO/IEC

and Future

Works 27005:2008, ...
@ Based on scoring.

@ Risk: risk is likelihood of a scenario times its consequence.

Quantitative Risk Assessment



Conventional Risk Assessment Methods

Introduction
Quantitative
Risk

Assessment

Conclusion

Conlusion NIST SP 800-30, ISO/IEC TR 13335, ISO/IEC
Works 27005:2008, ..

@ Based on scoring.
@ Risk: risk is likelihood of a scenario times its consequence.
@ No difference between high likelihood-low consequence

events and low likelihood-high consequence events.

Quantitative Risk Assessment
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Concluson e NIST SP 800-30, ISO/IEC TR 13335, ISO/IEC

and Future

Works 27005:2008, ...
@ Based on scoring.
@ Risk: risk is likelihood of a scenario times its consequence.

@ No difference between high likelihood-low consequence
events and low likelihood-high consequence events.

@ Often interpreted as an expected value for risk, which
contains too little information.
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© None of the scoring methods consider the issues about
perception of risks and uncertainties.

@ The qualitative descriptions of likelihood, which is usually
expressed by scores in the scoring methods, are understood
and used very differently by different people.

© The scoring schemes themselves add their own sources of
error.
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Conclusion @ That is why Dr. Tony Cox? has concluded that they are

and Future often " worse than useless’.
Works

@ However, the scoring methods are widely used to assess
risk in different fields.

@ If they are a failure, optimistically, they are a waste of
time and money.

@ In the worst case, the erroneous conclusions lead the
organization down a more dangerous path that it would
probably not have otherwise taken.

2MIT graduated in Risk Assessment
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STEP 6 o Likelihood of conversion of a source of danger (hazard)
concuzion into actual delivery of loss, injury, or some form of damage.
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@ This notion involves both uncertainty and some kind of
loss or damage that might be received.

@ Measurement of uncertainty is done by assigning a set of
probabilities(PDF) to a set of possibilities.
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@ How likely is that to happen? or Likelihood(P;)

© What are the consequences if it does happen? or Damage

Level (X;)
R={(S;,P,X;)}, i=1,2,..,N (1)
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@ QRA should be applied in cases where the consequences
can be catastrophic and where there is great uncertainty
about the risk scenarios and contributing factors.
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S @ Step 1. Define the system being analyzed in terms of what
EES . .

STEP 6 constitutes normal operation.

Conclusion

and Future @ Step 2. ldentify and characterize the sources of danger,
ks that is, the hazards.

@ Step 3. Develop "what can go wrong” scenarios to
establish levels of damage and consequences.
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STEP 4 e Step 4. Quantify the likelihoods of the different scenarios

STEP 5
STEP 6 and their attendant levels of damage.

Conclusion

and Future @ Step 5. Assemble the scenarios according to damage
e levels, and cast the results into the appropriate risk curves.

@ Step 6. Interpret the results to guide the risk management
process.
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=Sy system at UoB in order to:

STEP 5

STEP 6

Conclusion

@ Explain how the necessary computations in QRA are done
and Future H H
o in practice.

@ Provide valuable information to personnel responsible for
grade management at the university to give insight into

where the largest risks are in the grade management

system.
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Human Errors
Passive Attacks
Physical Attacks

Maintenance Failures

31SO/IEC TR 13335 Annex D
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Damage Level 2: mistake in the paper data (It will
propagate to digital data).

Damage Level 3: mistake in the both paper and digital
data.
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STEP 1 @ Scenario 1: Professors make no mistake, but some
STEP 2

i mistakes happen in Studentveileder and the same mistake
T takes place in Utdanning Administrasjon, this scenario
Conclusion causes only some mistake in the digital data and therefore
ond Future results in damage level 1.

@ Scenario 2: Professors make some mistakes but no
mistakes happen in Studentveileder and naturally there
will be no mistake to be detected at Utdanning
Administrasjon . This scenario causes only some mistake

in the paper data and therefore results in damage level 2.
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STEP 1 @ Scenario 3: Professors make some mistakes, some other
STEP 2

i mistakes also happen in Studentveileder, but the latter
T mistake is detected by the Utdanning Administrasjon .
Conclusion This scenario also causes only some mistake in the paper
ond Future data and therefore results in damage level 2.

@ Scenario 4: Professors make some mistakes, some other
mistakes also happen in Studentveileder, and the latter
mistake is not detected by the Utdanning Administrasjon .
This scenario causes some mistakes in both paper and

digital data and therefore results in damage level 3.

Quantitative Risk Assessment



Introduction

Quantitative
Risk
Assessment
STEP 1
STEP 2
STEP 3

STEP 5
STEP 6

Conclusion
and Future
Works

Step4: Quantification of the Likelihood of the
Scenarios

@ Identification of Elemental Components.

Quantitative Risk Assessment



Step4: Quantification of the Likelihood of the
Scenarios

Introduction

Quantitative
Risk
Assessment
STEP 1

STEP 2 @ Identification of Elemental Components.

STEP 3

@ Gathering Information on Elemental Components’
Frequencies.

STEP 5
STEP 6

Conclusion
and Future
Works

Quantitative Risk Assessment



Introduction

Quantitative
Risk
Assessment
STEP 1
STEP 2
STEP 3

STEP 5
STEP 6

Conclusion
and Future
Works

Step4: Quantification of the Likelihood of the
Scenarios

@ Identification of Elemental Components.

@ Gathering Information on Elemental Components’
Frequencies.

© Finding the Likelihood (PDF) of Elemental Components.

Quantitative Risk Assessment



Step4: Quantification of the Likelihood of the
Scenarios

Introduction

Quantitative

[NEN

Assessment

STEP 1 . i

STEP 2 @ Identification of Elemental Components.

STEP 3

e @ Gathering Information on Elemental Components’
STERS Frequencies.

Conclusion

and Future © Finding the Likelihood (PDF) of Elemental Components.
@ Finding a Relationship between each Scenario and

Elemental Components.

Quantitative Risk Assessment



Step4: Quantification of the Likelihood of the
Scenarios

Introduction

Quantitative
Risk
Assessment
STEP 1
STEP 2
STEP 3

Identification of Elemental Components.

© 0

Gathering Information on Elemental Components’
Frequencies.

Finding the Likelihood (PDF) of Elemental Components.
Finding a Relationship between each Scenario and
Elemental Components.

@ Finding the Likelihood (PDF) of Scenarios based on the
Likelihood of Elemental Components.
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@ In our project, we have three elemental components.
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Corelietn administrations and also UA.
and Future

i @ They gave us information in two forms:

@ A ratio: the number of mistakes per grade.
@ A range or an interval e.g. [a,b].
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@ We express the information we have before having any
evidence in " prior” probability curve, Py()).
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@ P()A|E) here is the "posterior” distribution, which
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STEP 1 The first step to quantify each scenario is to write an algebraic
STEP 2 . . .

STEP 3 expression, for each scenario as a function of frequency of

STEP 5 elemental components (p, s and u):
STEP 6

Conclusion _
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eg. p=1-—p
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@ In order to use the previous equations to calculate the
probability density of each scenario, we should first know
how to calculate the probability density of product and
summation of two variables.
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Step 5. and calculate of
risk curves
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Risk
Assessment
STEP 1
STEP 2
STEP 3
STEP 4

@ All scenarios that terminate in each specific damage level
are assembled.

STEP 6

Conclusion

and Future o In our case study scenarios 2 and 3.
Oorks

@ Then, the scenarios are arranged in order of increasing
damage levels.
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STEP 2
STEP 3
STEP 4

Scenarios Likelihood Damage Level
CSTEPIB_ S1 P(S1) 1

and Future SQ + 53 P(SQ + 53) 2
Works 54 P(S4) 3

Table: Scenario List
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Step 5. Assemble the scenarios and

@ The most common form is the classical risk curve, also
known as the frequency-of-exceedance curve, or the
complementary-cumulative-distribution-function.
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Step 5. Assemble the scenarios and

Introduction

Quantitative
Risk
Assessment
STEP 1
STEP 2
STEP 3
STEP 4

@ The most common form is the classical risk curve, also
known as the frequency-of-exceedance curve, or the
Conclusion

and Future complementary-cumulative-distribution-function.
Works

STEP 6

@ To find this curve, we can first add a fourth column in

which we write the cumulative probability, adding from the
bottom.
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Calculation of risk curves

Scenarios  Likelihood Damage Level Cumulative Probability
S1 P(Sl> 1 b1 =Dy + 5
S2+4S3 P(SQ + 53) 2 Py = P34+ S5+ 53

S4 P(Sy) 3 b3 =5,

Table: Scenario List with Cumulative Probability
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o &, =®,,1 + ¢;, D;=frequency of damage x; or greater.
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o &, =®,,1 + ¢;, D;=frequency of damage x; or greater.
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®;
H(‘Pz’) :/0 [1(@0)pi(®i = Bi1)d@is (4)

i+1
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@ We plot the risk curves in terms of frequency(®) vs
damage level(x).

STEP 6

Conclusion

and Future o For any damage level a:
Works

@ Choose a certain probability p.
@ Find the frequency (®) with the probability p on [[,(¢).
© Form the pair of (z, ®) as point of the curve.
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Calculation of risk curves

@ The curves show that the total mean frequency of
exceeding any level of damage for this case study is
approximately 6.5E-4 mistakes per grade, or approximately
one in 1538 grades.
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i @ The curves show that the total mean frequency of
o exceeding any level of damage for this case study is
ot approximately 6.5E-4 mistakes per grade, or approximately

and Future one in 1538 grades.
Works

STEP 6

@ The uncertainty analysis indicates that there is 90%
confidence that the actual frequency lies within 2.7E-4 and

1.0E-3 for any damage level in 5th and 95th percentile

respectively.
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Step6: Interpretation of the results

Introduction

Quantitative
Risk
Assessment
STEP 1
STEP 2 N .
STeP 3 Human Mistake Rate (Mistake pre Grade)
STEP 4

STEP 5 Damage Level b5th Percentile 95th Percentile Mean

ol Any Damage 2.7E-4 1.0E-3 6.5E-4
ond Future 1 1.6E-8 5.3E-8 3.4E-8
2 2.8E-4 1.0E-3 6.5E-4
3 1.3E-11 4.2E-11 2.7E-11

Table: Selected parameters of uncertainty distribution for each level
of damage
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Interpretation of the results

@ The likelihood of a successfully stored mistake grades in
the database is much greater if there is a mistake in the
paper data (damage level 2).
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and 1000 grades respectively.
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STEP 3

@ The likelihood of a successfully stored mistake grades in

STEP 4 the database is much greater if there is a mistake in the
paper data (damage level 2).

Conclusion o We are 90% confident that the frequency of this

Works consequence is between 2.8E-4 and 1.0E-3 or once in 3571

and 1000 grades respectively.
o This consequence is mainly influenced by mistakes made
by professors while they enter the grades wrongly in the
blue protocol (scenario 2).
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@ However, other consequences which include mistakes in
digital data (damage level 1 and 3) are quite unlikely.
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Interpretation of the results

@ However, other consequences which include mistakes in
digital data (damage level 1 and 3) are quite unlikely.

e The frequencies of having damage level 1 and 3 on average
are 3.4E-8 and 2.7E-11 respectively.
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iy @ However, other consequences which include mistakes in
digital data (damage level 1 and 3) are quite unlikely.

oo Futore e The frequencies of having damage level 1 and 3 on average

Works are 3.4E-8 and 2.7E-11 respectively.

e That is approximately once in 29 million and 37 billion

grades.
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Sl @ Presenting a course (Hopefully next semester).

Future Works

@ Establish a theoretical model based on subjective logic.
@ Publish some papers.

@ Applying on a more sophisticated system.
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